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In this paper, it will be question of the concept of software quality and its corresponding factors
such as understandability, conciseness, portability, testability and usability among others. All of these
factors will be put into a real software context that | have experienced working in an aeronautical
company. | have contributed to a project of completely redoing a data-collection software for plane
engine condition trend monitoring. The software had been badly done earlier in time and had to be
entirely redone. Hence, these factors will be compared from the old version to the new version,
including code and documentation. For purpose of privacy and confidentiality, names of products,

developers, technologies and companies won’t be disclosed here.



In his book Software Engineering: A Practitioner’s Approach, Scott Pressman describes software quality

as follows: “In the context of software engineering, ! measures how well software is

designed (quality of design), and how well the software conforms to that design (quality of

)nl

conformance)””. It can be seen as a level of measure of how efficient and how compliant are the various

software components to the initial and ongoing software requirements established.

Software quality can also be quantified through its various factors, although some may be qualitative.
Understandability measures how clear the purpose of a product is; conciseness measures if all the code
is used and if there is no dead code and how optimized the code is; portability measures how dependent
one software is from a specific running environment (operating system, libraries, etc.), testability checks
how easy is it to test and proof correctness of code; and usability verifies how easy and efficient is the
user interface for the user and if the warning messages are meaningful, in part. All of these factors will
be covered later on and compared to the actual project being evaluated. Below can be seen one of the
most recent model of internal and external quality of a software by Software Product Quality and

Requirements Evaluation (SQuaRE) which is 1ISO25000:
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Figure 1: SQuaRE ISO25000 Software Internal and External Quality2

! Pressman, Scott. Software Engineering: A Practitioner's Approach. Sixth Edition, International, p 746. McGraw-
Hill Education 2005.

? Hofman, Radoslaw. Certification and Standardization of Sofiware.
http://www.bettersoftware.eu/aqction/2007/Presentations/Certification_and_standardization.pdf



Engine Condition Trend Monitoring (ECTM) consists of analyzing data captured by various sensors on an
airplane engine in order to verify its well functioning and establish maintenance actions without having
necessarily to physically inspect the engine itself. Without going to much in details, this project consisted
of taking the data from a plane engine diagnostic system (EDS) and converting this data into a format
analyzable by another software used for ECTM. The first step was to put the data from the plane to a
flash card, send it by mail and then get it analyzed by a data analysis specialist. At that time, it was not
possible to put the data on a computer and to send it electronically. This can be seen in figure 1 below.
Then the model evolved to sending the data electronically by e-mail to the data analysis center (DAC)
directly, as seen in figure 2. Finally, the model evolved considerably to putting an Aircraft Data

Acquisition System (ADAS) in the airplane to send the data electronically to the DAC, as in figure 3:

Fig. 1

Fig. 2

Fig. 3

Figure 2: Evolution of ECTM Process

At first, a first version of the software had been done earlier in time; however this version had many
problems causing it to be non functional. It was found that the software was unable to detect some
malfunctioning of aircraft engine components, causing aircrafts to stay on ground. The main problem
was that it was missing a lot of priority requirements essential to the quality of the software and hence
of the purpose to fulfill. Because of the lack of in-code comments and documentation provided with the
initial software, the old software had to be discarded and a new software had to be designed, coded,

tested and documented from scratch. This is indeed a case of bad software quality.



First of all, it is important to know that this software is somewhat critical to the good functioning of the
aircraft as well as the well being of its passengers. This is why the Radio Technical Commission for
Aeronautics (RTCA) in conjunction with the European Organization for Civil Aviation Equipment
(EUROCAE) developed Federal Aviation Administration (FAA) standards for ground based aviation
software, namely the standard DO-278B. It involves quality standards that need to be respected as well
as design and testing processes that need to be followed in order for the product to be compliant. This
has not been respected in the first version of the software, but was compulsory in the second version as
it will be shown later on. Documentation is one of the most crucial parts, especially when it comes to
testing. All testing had to be documented and verified following a specific procedure. In this present
case, the testing of the project has been outsourced to an IT company in India. One of the testing
processes is the same as the norm for flying software, DO-178B, which stipulates that the tester and the
coder should be separate entities. “The number of objectives to be satisfied (with independence) is
determined by the software level. In the standard, "with independence" refers to a separation

of responsibilities where the person(s) who verify an objective must not be the developers of

the item in question. In some cases, an automated tool may be equivalent to independence"sz

Level Failure condition Objectives| With independence

A Catastrophic 66 25
B | Hazardous B5 | 14
C Major 57 2
D | Minor 2% | 2
E Mo effect | 0 | 0

Figure 3: DO-178B Testing Objectives Independence Criteria Levels

* RTCA, DO-178B. Software Considerations in Airborne Systems and Equipment Certification, p.82
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As mentioned earlier, understandability refers to how clear the purpose of a product is. It can be
perceived as how good does “all of the design and user documentation must be clearly written so
that it is easily understandable. This is obviously subjective in that the user context must be
taken into account, i.e. if the software product is to be used by software engineers it is not

required to be understandable to the Iayman”4.

In the first phase of the project, the understandability factor can be qualitatively described as being low
since the purpose of the software was not completely clear since the requirements were not explicitly
defined in a software requirement document (SRD) at the beginning of the project. They were only in the
thoughts of the developer himself. Furthermore, not all of the goals of the software had been achieved,

making the purpose of the software somewhat unclear.
#0 ! 1

Making the code as concise as possible is important to keep a certain optimization and also to manage a
computer’s overall performance. It is achieved by reducing redundant code or information to a minimum

in the code and in the documentation. There should also be no dead code.

Here, this has been well respected in both cases. Pointers to arrays were passed (parameter by
reference) instead of creating another copy into memory (parameter by value). Also in different
computations required the same arrays were used again and again in order to keep things as simple and
to avoid creating new overloading structures. Everything has been well divided and commented to make

sure code was as clear as possible. Potential dead code has been also removed.

* Wikipedia. Software Quality, http://en.wikipedia.org/wiki/Software quality
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Portability refers to how dependant a software is to a specific running environment. By this, we want to
know if a software can run on various operating systems (Windows, Linux, MacQS), if libraries are
needed (dll’s or APIs, for example) and also perhaps system performance requirements. In an ideal
situation, we would like to transfer the system from one software environment to another with minimal

effort.

In this case, the program to convert from one format to another remains on Windows XP. It is also
compatible with Windows 2000 and Vista. This did not change from one version to another. Therefore
portability is not very high here. However, this does not really affect software quality here since it is the
only the designated DACs who will use this software and they all use Windows 2000 or XP. It is still
important to consider that this will maybe be affected in the future in an upgraded software

environment.

#2 M

Consistency checks if a software product uses the same uniform notation, symbols and terminology
within itself. To check this we can ask ourselves: Are all the constant variables hard coded
throughout the code (one representation only)? Are all variables of the same type or from the
same class having the same prefix or some notation to link them? Is indentation respected
throughout the code and are the comments uniformly present when necessary throughout the

code? Is documentation also consistent?

In the first version of the program, consistency had been more or less respected in the sense
that variable names, functions and indentation were somewhat consistent but comments were
incomplete and documentation was missing. In that sense, consistency was present but could
have been improved by adding comments and documentation to make the code more

understandable.



Here is an example or variable consistency:

DOG string name; [fclass: dog; type: string; varisble: name;

DOG integer age; ass:dog; type:integer; variable: age;

#define DOG_LEGS = 4; //hardcoded constant global variable;

Figure 4: Example of Variable Consistency

Here is what the header of a function/method looked like in the second version of the code:

E T R T PR T TR

CLASS: DG */
{* FUNCTIOM: make_Tight !
' NPUTS: name of champion dog {string) *f

name of contender dog (string]

OUTPUT: name of winner dog {string) ”
i AUTHOR: Michael Vick *
i Pete V. (set time rule to 20 seconds more %
SRD: [SRO01 */
¥ SRD: [SD001.01] [SD0O01.02] W
ke STD: [STOO1.01.01] [STOOL.02.01) '

XXX ERXFIRXEFREET XX I ERIXFETERI XX RREEFE R E xR TR Ex TR R R E [

Figure 5: Example of Function Header

And finally here is what the documentation indexing should look like. The requirements, design points

and test cases related between them have the same prefix number:

Table 1: Consistency in Documentation Numbering

" - 15 - 1 5 -
- 34 34 34
[SROO1] *Requirement [SD001.01] *First part of [ST001.01.01] *First test of first
description here* implementation of requirement | part of implementation of
here* requirement here*
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Maintainability is an important factor for a software that will eventually be upgraded. An upgrade can be
done by adding or modifying a new functionality because of a security issue, for example. Therefore a
software should be well structured, commented and documented to help achieve maintainability. In an
object oriented software design context, functions and classes should be well separated and isolated so

that if a change has to be implemented, it affects only parts of the code and not the whole code itself.

As example, if we want to change something about the fighting rules in the example above, then
requirement [SRO01] should be changed and the design requirements [SD001.xx] also. Furthermore, the
test cases related to these design requirements [ST001.xx.xx] should be redesigned or redone too. Itis
also important to check for dependency in requirements. For example, [SR002] can be linked to [SRO01]
and [ST002.xx.xx] needs to be tested again. For means of simplicity, we try to keep dependency among

requirements as low as possible, whenever possible.

#, 1V /

Testability is defined simply as how easy it is to test a particular software system. To achieve this, we
have to make sure that structures are kept as simple as possible to make them easy to be tested. Also,
we make sure that the pseudo-code equivalent to the actual code is relatively straight forward in order

to facilitate developing test cases.

In this case, the establishment of requirements and of multiple encapsulated functions made it easy to
establish test cases for each requirement and to test thoroughly each functions of the program. Before,
in the first version of the program, requirements were not known on paper therefore it might have been
hard to design test cases for the initial program. We can assume that no real test cases existed for the
first version of the program. For the second version of the program, black box testing was used for each
requirement where inputs were given and it was checked if the predicted outputs corresponded to the

actual outputs given by the program.



Usability refers to how easy and convenient the program is to use to the user. A graphical user interface
(GUI) is always simpler and more convenient for a general user than a command line user interface, for
example. Furthermore, warning or error messages should always be accurate and help users

troubleshooting what could go wrong in the execution of a program.

Before, the parser/converter software was being operated by command line and was therefore less
convenient for people analyzing the data since they have basic knowledge about computers.
Furthermore, no error messages would appear other than the ones from the operating system itself in
the case of a software crash. In the most recent version, now the conversion of data is attached to the
analysis procedure and therefore requires no additional effort from the data analyzers. It is now part of
the data analyzer software using a graphical user interface. In case of errors, the error messages are

communicated to the GUI and displayed to the user with possible steps to take to fix the error.
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Reliability in a program ensures that all ranges of input values have been tested and that as many as
possible exceptions have been handled. It is the extent to which a program can be expected to perform
its intended function with required precision. It is by some means a result of testability. Structuredness
checks how well the code and documentation is structured and if the rules for transfer of control
between modules have been established and followed. It is similar in this case to consistency. For
efficiency, it can be measured in terms of achieved optimization and of running time. Again in this case,
it is somewhat related to conciseness. Security deals with any security issues that could be harmful for
the program, its working environment and the user itself in terms of functionality but also of integrity.
For the subject software here, reliability, structuredness and efficiency have been covered earlier in the
discussion of the quality factors testability, consistency, and conciseness respectively. About security, this
software does not need critical resources from the operating system and it is not used by anyone else
than an authorized employee of a DAC, which is a highly trusted user. Security is therefore not an issue
here. The only thing here is that you do not want to make the source code public so that someone could
modify calculations of outputs, hence the results of the data output (i.e. in a case where an aircraft

owner would want to skip maintenance to save money).



Here, we can see that through many software quality factors we have been able to achieve relatively
high software quality from one software version to another. First, we improved understandability by
providing clear requirements that fulfill the real needs inquired (by outputting missing information). We
improved conciseness and efficiency by making redundancy as small as possible, by making the code
clear and neat with comments and by optimizing all algorithms. We improved consistency,
maintainability and testability among other factors by providing clear and well structured documentation
for design and test cases that can easily be traceable among each other. Making software quality
standards as high as possible is important here since this software has to comply with DO-278B

standards.
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It is said that “we need to know various quality factors upon which quality of a software produced is

> Software quality is very important and is achieved mostly in this case by creating a lot of

evaluated.
documentation and by elaborating exhaustively test cases to strengthen the product quality. Of course,
this requires many man hours, but in the present case, software quality is crucial for the well being of
the aircraft and its passengers. Not only can it save high mechanic labour costs but it can directly save
lives. Furthermore, the cost of producing documentation and testing the software in this case might be
less than the one of creating completely useless software, putting it to the trash and starting a new one.
To push deeper the subject, we could have talked about other quality factors such as the accuracy of
computation and error tolerance, among others. However these are more or less covered or dependable

on the factors mentioned earlier in this discussion. 8 .. 5 1 " !

rsstr ;1 /5 !

> Freetutes.com. Software Quality Factors. http://www.freetutes.com/systemanalysis/sa9-software-quality-
factors.html
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